Step 7 Sample Plan Outline

This document is a sample only. The plan may be used as a guide, but text must be modified to meet Unit specific Disaster Recovery Procedures.
Michigan State University
[Unit]

Disaster Recovery Plan 

Last Revised 2/7/01


EMERGENCY TELEPHONE NUMBERS

MSU Police and Public Safety 
355-2221 or 911

University Physical Plant


353- 1760

East Lansing Fire, Police, Ambulance

911

Computer Center Building Contacts

Computer Laboratory Lewis H Greenberg Director 220

3-3390

Computer Laboratory BC Shift Supervisor Shift Supv 201C

3-9338 x213

Computer Laboratory BC Barb Spousta Oper & Prgm Asst Mgr 208

3-9338

Computer Laboratory BC Olga Olowolafe Admin Asst II/S 220

5-3600

Libraries, Computing & Tech Paul Hunt Vice Provost 400

3-0722

(SHOULD BE REPLACED WITH UNIT’S BUILDING INFORMATION)
Objectives of the [Unit] Disaster Recovery Plan
The overall objectives of the [Unit] Disaster Recovery Plan (DRP) are to protect University resources and employees, to safeguard the organization’s vital records, and to ensure the ability of [Unit] to function effectively in the event of a severe disruption to normal operating procedures. The primary role of the DRP is to document [Unit]’s plan for response, recovery, resumption, restoration, and return after severe disruption.

A disaster is defined as the occurrence of any event that causes a significant disruption in [Unit] capabilities. The central theme of the Plan is to minimize the effect a disaster will have upon on-going operations. 

The Plan is a systematic guide from disaster to recovery. The basic approach, general assumptions, and sequence of events that need to be followed will be stated in clearly in the documentation that follows.  While using the plan during a severe disruption, it may be in the best interest of [Unit] to modify directions for many reasons. All alternative actions should be documented, and as soon as appropriate the plan should be resumed and revisions made as appropriate. The Plan will be distributed to all key personnel, and they will receive periodic updates. The general approach is to make the plan as threat-independent as possible. This means that it should be functional regardless of what type of disaster occurs. 


Assumptions of the [Unit] Disaster Recovery Plan

1. Recovery for anything less than complete destruction will be achievable by using the plan.

2. Normally available staff members may be rendered unavailable by a disaster or its aftermath, or may be otherwise unable to participate in the recovery.

3. Procedures are sufficiently detailed so someone other than the person primarily responsible for the work can follow them.

4. Recovery of a critical subset (recovery workload) of the unit’s critical functions and applications systems during the recovery period will allow the unit to continue critical operations adequately.

5. A disaster may require clients to function with limited automated support and some degradation of service, until full recovery is made.

6. The writing of special purpose programs may be required to enable the client office to effectively return to normal conditions. That is to say clients may need to first rebuild and/or re-enter data that was lost between the time of the last off-site backup and the time of the disaster/disruption; and secondly, enter transactions that accumulate during the period of ”no automated support”.

7. This plan does not detail campus-level networking issues.  The Computer Lab handles this level of planning for the campus.

 

Unit Description 

INSERT HERE:  A BRIEF DESCRIPTION OF YOUR UNIT. INCLUDE A GENERAL DESCRIPTION OF THE KIND OF PROCESSING AND SUPPORT MAINTAINED AT YOUR MAIN FACILITY AND ANY PROCESSING AND SUPPORT AT EXTERNAL LOCATIONS. 

Criteria for Invoking the Disaster Recovery Plan

The detection of an event which could result in a disaster affecting University Units and information processing systems at Michigan State University is the responsibility of Physical Plant Operations (PPO), Campus Police, Information Systems, or whoever first discovers or receives information about an emergency situation.
As soon as a situation occurs that could result in a severe disruption to service, the on-site personnel should contact the appropriate emergency authorities and then take the necessary steps to minimize property damage and injury to people in the vicinity. The following people must be notified: 

· Normally, Physical Plant Operations and /or the Campus Police receive the initial notice through their alarm monitoring capabilities. If the problem does not activate a normal alarm system, immediately notify these two areas. 

· [Unit] Building Contacts

· Once the appropriate authorities and building contacts have been notified, contact the [Unit] Disaster Recovery Project Leader so that the team can personally make an on-site evaluation of the disaster. 
· The Operations and Systems Primary and Secondary Contacts will be contacted by the Project Leader/Coordinator and/or their designees as appropriate.
MSU Police and Public Safety 


355-2221 or 911

University Physical Plant


353- 1760

East Lansing Fire, Police, Ambulance

911

Computer Center Building Contacts (SHOULD BE REPLACED WITH UNIT’S BUILDING INFORMATION)
Computer Laboratory Lewis H Greenberg Director 220  3-3390

Computer Laboratory BC Shift Supervisor Shift Supv 201C 3-9338 x213

Computer Laboratory BC Barb Spousta Oper & Prgm Asst Mgr 208 3-9338

Computer Laboratory BC Olga Olowolafe Admin Asst II/S 220 5-3600

Libraries, Computing & Tech Paul Hunt Vice Provost 400 3-0722

(Include Information from Step 1 – Planning Team if appropriate)

Disaster Recovery Team(s) Contact Info, Roles, and Responsibilities 

Name: 

Phone: 
Preferred email: 
Role: 
Responsibility: 
  
Name: 
Phone: 
Preferred email: 
Role: 
Responsibility: 
  
Name: 
Phone: 
Preferred email: 
Role: 
Responsibility: 
The Disaster Recovery Management team will personally visit the site and make an initial determination of the extent of the damage. Based on their assessment, all or part of the [Unit] Disaster Recovery Plan will be initiated. The team will decide:

1. If normal operations can be continued at the site and repairs can be started as soon as possible.

· Minor Damage—Processing can be restarted in a short time with no special recall of personnel. 
· Anticipated downtime is less than one day. 

· Damage could be to hardware, software, mechanical equipment, electrical equipment, or the facility.

2. If normal operations can be continued or restarted with the assistance of only certain recovery teams.  

· Major Damage— Selected teams will be called to direct restoration of normal operations at current site. 

· Estimated downtime is two to six days. 

· Major damage to hardware or facility.

3. If limited operations can be continued at the site and plans started to repair or replace unusable equipment. 

4. If the facility is destroyed to the extent that an alternate facility must be used.

· Catastrophe— Damage is extensive. 

· Restoration will take upwards from one week. 

· Computer room or facility could be completely destroyed. 

· All team leaders will be called to begin a total implementation of the [Unit] Contingency Plan.

5. The extent that the [Unit] Disaster Recovery Plan(s) must be initiated.
6. The Management Team will decide on its plan of action and then notify senior management. 
7. If the action plan requires the assistance of other recovery teams, those teams will be notified.

Roles Responsibilities and Authority


If a determination is made to notify all other teams, the Emergency Management Team will phone each Group Leader.  A brief message will be dictated over the phone and the called person will write down the message. At the end of the message, the called person will read back the message to verify that all critical information is stated.

	Hardware 

	Resource Name
	Responsibility
	Work Phone
	Hm Phone
	Cell Phone
	Pager

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	Operating Systems

	Resource Name
	Responsibility
	Work Phone
	Hm Phone
	Cell Phone
	Pager

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	Applications

	Resource Name
	Responsibility
	Work Phone
	Hm Phone
	Cell Phone
	Pager

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	Communications

	Resource Name
	Responsibility
	Work Phone
	Hm Phone
	Cell Phone
	Pager

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	Facilities

	Resource Name
	Responsibility
	Work Phone
	Hm Phone
	Cell Phone
	Pager

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	Other Critical Area

	Resource Name
	Responsibility
	Work Phone
	Hm Phone
	Cell Phone
	Pager

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 


The Group Leaders will then use the same procedure to contact other team members in the list above and the Primary and Secondary System/Function contacts as identified in the Critical System Process Information (this information was gathered in forms in the Information Gathering Phase Step 4 item 9 and 10). 

	Primary Contact
	Secondary Contact

	Name
	 
	Name
	 

	Phone
	 
	Phone
	 

	Alternate Phone
	 
	Alternate Phone
	 

	Pager
	 
	Pager
	 

	Title
	 
	Title
	 

	Department
	 
	Department
	 


The Primary and Secondary contacts will then use the same procedure to contact the support staff.

	Support Personnel
	Support Personnel

	Name
	 
	Name
	 

	Phone
	 
	Phone
	 

	Alternate Phone
	 
	Alternate Phone
	 

	Pager
	 
	Pager
	 

	Department
	 
	Department
	 

	email
	 
	email
	 



Procedures for operating in contingency mode

These procedures were documented in Step 4 using the Critical System Processing Information Form. Types of Information that would be included in this section:

· Process descriptions 
· Minimum processing requirements 
· Determine categories for vital records 
· Identify location of vital records 
· Identify forms requirements 
· Document critical forms 
· Establish equipment descriptions 
· Document equipment - in the recovery site 
· Document equipment - in the unit 
· Software descriptions 
· Software used in recovery 
· Software used in production 
· Produce logical drawings of communication and data networks in the unit 
· Produce logical drawings of communication and data networks during recovery 

· Communication needs - production 

· Communication needs - in the recovery site 

· Disable certain processes, functions, or sub-systems 

· Use of alternative "Office Automation" functions to perform mission  Word processors, spreadsheets, copy machines, fax machines, etc. 

· Shift or call in personnel as needed to support the mission 

· Shift communications channels to alternates as needed 

· Transfer function/mission to different organization/system/contracting
Resource plan for operating in contingency mode

Criteria for returning to normal operating mode 

The [Unit] criteria for returning to normal operating mode is detailed below.

· Establish criteria for returning to normal operations
Procedures for returning to normal operating mode 

The [Unit] disaster recovery/restoration procedures for Mission Critical Processes are:

· Procedures to procure replacement equipment and supplies as necessary

· Procedures to restore/restart systems as required

· Procedures to check system functions/results
· Procedures for notifying personnel to return to normal operating mode

Procedures for recovering lost or damaged data

· Procedures to correct and restore corrupt/lost data
Testing and Training 

Document Test Strategy, which will be detailed and performed in Step 8. The strategy should include dates, resources that will be  managing and performing testing, and an appendix to the actual testing scenarios.

Plan Maintenance 

Ensuring that the Plan reflects ongoing changes to resources is crucial. This task includes updating the Plan and revising this document to reflect updates; testing the updated Plan; and training personnel. The Business Continuity Management Team Coordinators are responsible for this comprehensive maintenance task. 

Quarterly, the Disaster Recovery Planning Project Coordinator/Leader ensures that the Plan undergoes a more formal review to confirm the incorporation of all changes since the prior quarter. Annually, the Disaster Recovery Planning Project Coordinator/Leader initiates a complete review of the Plan, which could result in major revisions to this document. These revisions will be distributed to all authorized personnel, who exchange their old plans for the newly revised plans. At that time the Coordinators will provide an annual status report on disaster recovery planning to the Dean/Chairperson of [Unit College/Department]. 

Maintenance Review recovery teams

The personnel responsible for performing plan maintenance should be documented here.

Maintenance Cycle and Triggers

The [Unit] Disaster Recovery Plan will be reviewed and updated on an annual basis in conjunction with the plan testing.

In addition, the disaster recovery plan will be maintained if any changes to the operating environment occur, such as:

· Facility changes

· Equipment changes

· Major changes to existing applications

· Off site storage location changes

· New software upgrades or installs

· Changes to backup procedures

· Changes to key personnel identified in the document

Maintenance Record

The purpose of this section is to provide an ongoing record of the changes, which have been made to the [Unit] Disaster Recovery Plan.

	Updated
	Reason for Update
	Comments

	
	
	

	
	
	

	
	
	


Plan Distribution

The plan will be redistributed in the event that changes occur according to the list below.

PLAN DISTRIBUTION MATRIX
Organization
Recipient
Location       # of Copies

Disaster Recovery Planning Teams




Building Contacts




Audit Division




Campus Police




AIS Operations and Systems




CAO




Physical Plant




President’s Office




Primary System/Function Contacts




Recovery Personnel




Appendices for Inclusion 
· inventory and report forms 
· maintenance forms 
· hardware lists and serial numbers 
· software lists and license numbers 
· contact list for vendors 
· contact list for staff with home and work numbers 
· contact list for other interfacing departments 
· network schematic diagrams 
· equipment room floor grid diagrams 
· contract and maintenance agreements 
· special operating instructions for sensitive equipment 
· cellular telephone inventory and agreements  
· other documentation needed in the event of a severe disruption
· Test scenarios
